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27 May 1987
OCA 87-2193

MEMORANDUNM FOR:

FROM:

Office of Congressional Affairs

SUBJECT: Computer Matching Legislation

l. On 21 May 1987, the Senate passed S.496, the "Computer
Matching and Privacy Communication Act of 1987." OMB has now
reguested that the Agency provide its views on the bill by 29
May 1987. Bttached is a copy of the bill for your review,

2. You will recall that last year we objected to a similar
bill because it had unintended adverse conseguences on
intelligence operations involving the matching of computer
data. This year, Senator Cohen re-wrote the bill to limit its
applicability to matching programs conducted for the purpose of
establishing or verifying compliance with statutory or
regulatory requirments by applicants, recipients, or
beneficiaries under Federal benefit programs. After consulting
with | , we agreed that the bill as re-written did not STAT
impact adversly on the Agency and so informed OME.

3. The bill passed by the Senate is somewhat different
than the bill introduced by Senator Cohen earlier this year.
The bill passed by the Senate would also cover computer
comparisons involving two or more automated federal personnel
or payroll systems of records with a set of non-federal
records. The bill also explicitly e%cludes matches performed
to procduce background checks for secgyity clearances. I &do not

believe the expanded coverage of the bill would adversly impact
on the Acency.

4. I would appreciate receiving any comments you have on
the bill by COE 29 May 1987.

Attachments as stated

Distribution:

Original - Addressee w/attachments
1 - OCA/Leg/Subject " "
1-0Cca istry w/0 attachments

OCA/leg (27 May 1987)
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COMPUTER MATCEING AND
PRIVACY PROTECTION ACT
The . PRESBIDING OPPICER. The
?‘c;t will report Calendar Order No.
The Jegislative clerk read as follows:

ny and verifcation of data @iaciosed Iot
computer matching, to astablish Deta Integ-
™ty Boards within Pedera! agencies and for
. other purposes.

The Senate proceeded to consider
the bill which had been reported from
the Committee on Governmental Af-
fairs, with an amendment to strike all
after the enacting clause and insert in
lieu thereof, the following .
SECTION | BNORT TR

This Act may be eed a2 the “Computer
Matching and Privacy Protection Act of
1987,

SSC. L MATCNING AGREZMENTS.

(a) Iz Gawoaal —8Bubsection (b) of section
. 882z eof title 5, United Blales Code, B
amended—

(1) by siriking out “er” at the end of pars-
graph t11),

€3) by striking out the period at the end of
paragraph (12) and inserung in lieu thereof
~.or”, and

(3) by adding al the end thereo! the fo}-
Jowing new paragraph:

=¢(13) o & recipent agency or noo Pederal

malching entily pursuant to 8 written
malching

agreetnent under subsection (0) of

this section. ™.

(b) Marcmme Procaans —8ection 8528 of
titie §. United States Code, Is amended—

t1) by redesignating subsections (o), (p),
and (Q) as subsections (r), (s), and (L), re-
spectively. and

€(2) by inserting after subsection (n) the
following new submections

*X0) Marcuime Acarzwrwrs —Prior to Qs
closing any record which s contained In 8

¢ gystem of records to & recipient agency or

poo-Pedera] matching entity for use Ip &
- Somputer matching program, & source
“agency and the recipient agency or hon-Ped-
era]l matching entity shall enter into s wTit-
ten agreement specifying —

~(1) the justification. purpose, and legal
suthority for conducting the program;

+--- *"42) 8 description of the recordz that will

TBe malched including each data element
that will be used, the approximate number
of records that will be matched and the
projected starting and completion dates of
the matching program,;

=(3) procedures for notifying vpon appll-
cation and periodically thereafter—

“(A) applicants for and recipients of finan-
clal assistance or payments under Pederal
benefll programs and

~(B) applicants for and holders of post-
tions s Federul personnel,
tha! any nformation provided by such ap-
plcanta recipients and holders may be sud
ject to verifization through maiching pro-

~(4) procedures for verifying fnformation
produced i, such matching progTaz as re-
Qulired by subsection (pY,

=¢8) procedures for relentior. and destroo-
tior of records crealed by such matching

TOfTAm.

~(§) procecdures for ensuring the adminis-
trative, technikal and physical security of
the records matched and the resulls of such

progame

(77 prohibitions on @uplicstior and redi»
ciasure ©of records provided by the source
agency within er oulzide the recipient

the terms of the o
*¢8) procedures the uss of the
provided by the source agency for

um\u.:dmm.dhm

“(9) Information on asseamments that have
been made o the accurscy of the records
that will be used In such matehing program.

~p) Vmairicamion awp Orrosrunrry To
Correst PispImos —(1) In arder to protect

m::mn!denmdmmnndum
ance or payment under & Pederal benefit
program 1o such individual or take other
adverse action aguinst such individual as &
result of information produced by such
matching programa, untll such agency or
entity has Independently verified such tn-
formation Subject to the requirements of
this subsection, such Independent werifics
tioo may be satisfNed by verification require-
ments governing such Pederal beneflt pro-

denlal of any financial ascistance or pay-
ment under & Pederal Denefit program to

- any Individual described in paragraph (1), or

take other adverse action aguinst such indi-

opponumuweonwnmnndmum

t program.

Q) &mm—nmﬂm any
other provision of law, no source
may disclose any record which s eonmned

ing program if such source agency has
reason to bellieve that the requirements of
subsection (p) and any matching agreement
entered toto pursuant to subsection (o) are
pot being met by such recipient agency or
entity.”.
SEC. & NOTICE OF MATCRDNG PROCRANR

() Nomics tx Prpexal Racister —Subsec-
tion (e) of section 8823 of title §, United
States Code. is amended—

- paragraph (10),

(2)bymm:mtthcpc$odltlbemdo!
pn.wh t11) and frwerung in Heu thereof

Sm,and”,

(l)by-dmmuthoendmnbctol-
lowting nev paragraph

“(12) if such agercy B 8 ndplent agency
or a source agency fn s matching program
with 8 pon-Feders] matehing entity, with
respect Lo any establishment ar revicion of &
mzaiching progarn, at lesst 30 days prior o
conducting suck progmam. publisk in the
Pederal Regisier nolice of such establiadb-
ment or revision ™.

(b)) Rxroxr 0 Comcxrss amy Ormics or
MARACEMINT ANE BUDCET -

(1) 1w covxmaAL —8ubeection (1) of section
8223 of title 3 bX1) of this Act b amended
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striking ot “wysians of records” ead b
E&’”:nnw--um-r

program”

(2) Crzxicar AEyIuEIT.~The heading of
such subsectian (1) 8 amended by inserting
*oa Paccasns” after “SrsTEMS"

S8C. 4 DATA DXTECRITY BOARD.

Section 8522 of tite §, United States Code.
a2 amended by section NbX1) of this AcL b
amended by adding at the end thereo! the

Dew subsection: N
=(u) Data Lrracarry Boansa —(1) Bvery
agency conducting er participating &
mhuumm-ubmmmub

among the wvarious eomponents of such
agency the agency’s impiemeniation of this
section.

“(3) Each Dets Board shall esn-
sist of senior officials designated by the
bead of the agency, including any sensor of-
ficial designated By the bead of the agency
as responzible for Emplementation of ths
section, and the inspector genera) of the
agency. if any. The inspector geoeral shal
pot perve as chalrperson of the Deta Integrt

ty Board

=(3) Each Data Integrity Board shall per-
form the following funcUons

“(A) review, approve. and maintain ar
written agreements for receipt or disclosure
of agency records for matching programs o
ensure compliance with subtwection (ql.no-
all relevant statutes, regulations. and gukde

“(B) review all matching progams i
which the agency has participeled éuring
the year, either as 3 SOUSCE AgENCY OF reciph’
ent sgency, determine compliance with ap-
plicable lawy, regulations and agency Agree-
ments, and amess the cost-benefits of sueh

programi

*(C) review all recurring matching pro-
grams i which the agency has participated
during the year, either as & SOUrce Agency or
recipient agency, for continued justification
for such disclasures and for compliance with
applicable laws, regulations. &nd agency
agreementa. and assem the cost-benefit of
such programs 24
"(D)mmpuenmm!mtwtbchd
dt.beuencyund&beoundw
ment and Budget on the matching activities o
of the agency, Including— T

agency has participated 83 & sOuUrce ATy ——

or recipient agency, -
=(1i) matching agreemments proposed under
subsection (0) that were disapproved by the
Board: and -

(1) the matching ¢f records a & souree
agency oc recipient agency under programs
potl covered by this sectian ar described I
subparsgraphs (A) through (E) of subsec-
thon (aX8Y,

“(E) serve as s clearinghouse for recetving
and providing information ob the sccuny,
eomnpletenem. and reliadility of records umsed
tn matching programk

~(P) provide interpretation and guidance

. to agency components and personne! oo the

requirements of this section wilth respect
matching programs

O’ revies agency recordieeping and &is-
pom! policies and practices with regard to
matching programs 0 aEsure eamplance
witk this section. and

=(H) review and coordinats privacy train-
ing programa for the agency's personnel

~(4) Each Deis Integrity Board shal
ma‘nialn suck slaff as pecessary 10 oy
out s functions specified by this subsec
tion 8uch staff ahall include peryons dexiy-
nated by the head of the agency M respank:
ble for implementatior of this section

=¢(8) The Dhrector of the Office of Manr
agement and Budget aka’! annually egoacl
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programs, er
a1
mmmﬁﬂ,mt m_m,w_wmxm» personal information
:‘"“mmm benet: programm. fonsor and strong supporter of the neﬁnbdonyonmymmm
Ounmmmn.ma meonhohwmnthucome-

< D) matches performed 1o
Search or satistical projec e S0 fe Oovernment Atfairs Commitice. The Profect, setting out goal
m&uor-mhmuwunmm. Nt.u w“.‘u’lhm: .Chl"edthenoord;u:: oy
foncerning the righis | S :bcovemmem and private groups 804 the proced ‘oube maiched,
m,‘me’lu oflo:inc Individualg - 08¢ poeltions on computer matching conducting the match md!o“‘no‘nw:d in '
phiches periormed by o source LRSC from violently opposed to vie @ata The bill o the -
dently tn favor It has managed this tng agencies to requires participat
ully balancing campet reate internal “Data

the tnithtion of s gpecific oping this worth legisla
lav enforcement while piece of - hibits an agency from termina
lnﬂ.antlm;y A0 AZency or eomponent tll ﬂn 1 tn:: he has devoled consider. :,emn'l benen{s orm memgun‘g.kmm,
any activity ?:ﬂdn’u 1o the ep. Dects the excellent 'ork:?’ﬁ: statf. 1 th ‘ le mm.wit.ho:t gt verlfying
erimim! lawg, want . e relevant tching data and pro
for the purpose to thank Senator Grevs, ehair. vldxngv.bepersonwimachmeetopm

— ~. P guth
erm‘ﬂldcnutm.m"h‘- man of the CGovernmental Affairs spond

. Proceeding agalnst named indi.  Committee
. And Senator Romn,
~tv) match tng ub rank-  These controls
SIS BTl e AT ndn e et s RS s
.or Partizan effort to bring ' or thelr matches to their
p;‘;’d':hl:i.u’pcﬁormedwm back. 10 the floor s welcame mu:!he:mnb While requiring them to think through
e personnel: O Becurly elearance of Ped. :?:mmuw'- prospects for enact- e:omlect.lons for the individunls in-
“(9) the term rectplent agency: e o law.
{afency' meansany  The Computer Mate Anuin, I commend Senator Co
: thereo!, rece! hing and Priva- for his EER
PRSI el RN e e g S T R, T
. s e w
TG e 107 o et cing s SRS B ey 0 S0 e ROTR M. pree
,mu 07 local government, or agency but req them  plexsed to support paszage 2}81 ‘;?
; TTherhip. corporation, amocis. MYTIAd @f known 1racy
. problems. These Protection A
. ct of 1987,

records from g
~11) th oy e Lo ks FEbl. poor ot D Privacy asslst Federal ageny :
€ $erm ‘soirve agency ) poar cantroks over ¢ &gencles Ar assuring
agency o 5 means any pre : records, and tha! bepes ! Ped
T o ;"egf':gcgrmm » Sorerne o :::N Government Siers which m’.‘: wher to those wﬁ:& io fact e eligible. . *°
ed tn, can-
R R et TR, Ty e el e e e i e o P T
mears ey 7% Prden benent progan 1N 01 modern age. govermment we have 1o consider redueing tho sy
Prdern! Govermen Sdminisiered by e PUlers stare enormoy com-  of Federal spending But, as 1 sal
TTOmeD. Or any agent therea! §G A Us amounts of in- terdsy in d yes-
Tmalon about ndividuals Because ductian ofetmnecqtm zﬂh the intro-
Jegislation, 8. 1244, to ool

mn‘mhmh:-llmmuv .
‘ance fn the ©f thelr record-searching
eapabilities, Ject on defaulted gt
udent loans from
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- @octors gho  had Mationa! Health
-&rmOom{NBBCIaebolulhm
lelorevendueenrﬁeauhmeﬂuw
Ux'bmuvmnmw
e are doing everything poss!
:nn::l‘nbnu program mizsmanagement, Iraud,
use

Computer matching is 8 too) which
can help 1o eliminate program mis-
management, fraud, and abuse. It was
& computer match performed by the
Department of Health and Human

which showed the extent to
which doctors who had defaulted on
NHSC acholarships were receiving
Medicare and Medicaid payments from
the Pederal Government in excess of
l:e amounts owned on their scholar-
ship.

8. 496 permits computer matching
subject to necessary safeguards which
will prevent computer matches. them-
selves, from fostering mismanagement
of agency programs by improperly ter-
minating Pederal benefits to those
properly entitled.

‘This Jegislation has been thoroughly
considered over the past severa! Con-
gresses and merits enactment.

The PRESIDING OFFICER. The
bill s open Lo further amendment. If
there be no further amendment to be
proposed, the question is on the en-
g{ﬁ&mem and third reading of the

The bill was ordered to be engrossed
for a third reading and was read the
third time.

The PRESIDING OFFICER. The
bill having been read the third time,
the question ts, Shall it pass?

60 the bill (5. 498), as amended, was
pessed as follows:

8. 49¢

Beuenacwdb,w&ulendﬂoueqf
Representatives af the United State: af
dwmerica in Congress assembied,

SECTION 1. SHORT TITLE.

MActmybedwduthe“cumputer
:lsgt_::hlng and Privacy Protection Act of
BEC. 2 MATCHING ACREFMENTS.

(8) I» ODrERar ~Subsection (b) of section
8528 of title 5. United States Code, s
amended—

(1) by striking out “or” at the end of para-
graph (11),

(2) by striking out the period at the end of
p&ngnpg (12) and inserting in beu thereof,
. or”, an

(3) by adding at the end thereof the fol-
Jowing new paragraph

“(13) wo 8 recipient ageney or not-Pedernl
matching entity pursuant to a written
matching agreement under subsection {0) of
thic section.”.

(b} MaTcHING PROGRAMS —Bection 583 of
tiie §. United Btatles Code. * amended—

(1) by redesignating subsections to}, (p),
and (g ar subsections (r}, t¢). and <), re-
pectively. and

(2, by inserting after subsection (n) the
following new subsections:

“(0) MATCHING AGRIEMINTS —Price L0 dis-
closing any record which # contained Y
Systemn ©of records to a recipient agency ar
Don-Federal matching entity for use in a
computer metching program. &  source
agency and the recipient agency or non-Ped-
ery malching entity shall enter into 8 writ-
ten agreement gpecifying —

OCONGRESSIONAL RBOORD SENAYE = 7 - - -2 JR§

1) the jumtification. purstes, snd Jega)
suthority for conSucting the pregran:; * -

the matching program,

“(3) procedures for notifying upon appli-
eation and periodically thereafter—

“(A) applicants for and recipients of finan.
cia) assistance or payments under Pederal
benefit programs. and

“(B) spplicants for and holders of posi-
tions as Pederal personnel,
that any tnformation provided by such ap-
plicants. recipients. and bolders may be sub-
Ject Lo verification through matching pro-

srams.

‘(4> procedures for verifying tnformation
produced fr. such matching program as re-
Quired by subsection (p};

*(§) prooedures for retenton and destruc-
tior of records crested by such matching
program,

‘468, procedures for ensuring the aaminis
trative, technical. and physical security of
the records matched and the results of such

Programs;

*(7) prohibitions on duplication and redis-
closure of records provided by the source
agency within or outside the recipient
agency or the non-Pedera! matching entity,
unlest sauthorized by the source agency with
the terms of the authorization:

“(8) procedures governing the use of the
Tecords provided by the source agency for
use {n & matching program including proce-
dures governing return to the source agency
or destruction of the records used in such
program, and

“(§) Information on assessments that have
been made onh the accuracy of the records
that will be used in such matching program.

“(p) VERIFICATIOR amDp Orroxruwiry To
Corresr Pixpincs. —(1) In order to protect
any individual whose records are used in
matching programs. no recipient agency.
non-Pederal] matching entity. or source

adverse action against such individual as »
result of information produced by such
matching programs. until such agency or
entity has independenlly verified such ip-
formation. Subject 10 the requirements of
this subsection, such independent verifica-
tion may be satialied by verification require-
ments governing such Pederal benefit pro-
gram

*(2) Independent werification required by
paragraph (1) shall tnclude verification of—

“(A) the amount of the asset or income in-
volved,

“(B) whether such individual actually has
or had access Lo such asset ot income for
suck indtvidual's owT: use, and

“(C1 the perfod or periods when the tn@-
widual actually had such asse! or thcome.

“43) Wo recipient sgency, non-Pederal
msiching entity, or source agency may sus

pend. terminate, reduce, or make s final

Genia! of any financia! assistance or pay-
ment under s Pedera! benefill program W
any individua) described in paragrapt. (1. or
take sther adverse action against such indi-
vidus® as & resull of mformation produced
»y & matching program. untll such ndtvid-
wva! hae been notified by such agency or
entity of its findings and has beer giver ar
opportunity to coniest such findings. Buch
opportunity may be satisfied by notice,
heaning. and appes’ rights governing suck.
Tedera) benefit program

Q) Bawncrions —Notwithstanding any
other provision of law, no source agency

““"Declassified in Part - Sanitized Copy Approved for Release 2012/12/11 CIA-RDPSOMO0004R000900140004-0
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sobssction tp) and any matehing agreemeny
entered Into pursuant to subsection (o) are
Dot being met by sueh retipient

entity.”.

SEC. X NOTICX OF MATCHING PROCRANE.

(a) Nomics ¢ Pxooaar Rec1sTER. —~Bubgec.
tion (e) of section $52a of titke 8, Uniteqg
Btates Code, is amended—

(1) by striking out “and” at the end gf
paragraph (10),

(2) by striking out the period at the end of
paragraph (11) and inserting in lleu thereof
~,and"”, and

(3) by adding at the end thereof the fo).
lowing bew paragraph

“(12) U such agency is & recipient agency
Or 8 sourve agency in s matching program
with a8 pob-Pedera) matching entity. with
respect {0 any establishment or revision of a
maiching program, st least 30 days prior to
conducting such programs. publish in the
Federa! Register notice of such establis},.
ment or revision.”.

(b) Rxroxtr 70 CONGRESS AND OFPFricx or
MANAGEMENT AND BUDGET —

(1) I» cmvERAL —Subsection (r) of section
552a of title §, United States Code. a8 redes
ignated by section 2(bX1) of this Act. s
amended by striking out *'systerm of records"
or matching program*.

(2) CLEricAL AMENDMDNT.—The heading of
such subsection (r) is amended by inserting
“‘or ProcraMs”™ after “Bysrems”.

SEC ¢ DATA INTEGRITY BOARD.

Section 5528 of title 5, United States Code,
a3 amended by section XbX1) af this Act, i
amended by adding at the end thereaf the
following new subsection: -

“(8) Dars Inrecarry Boarps.—(1) Every
agency conducting or participating in a
matching program shall establish a Data In-
tegrity Board (0 oversee and moordinate
among the wvarious eomponents of such
agency the agency’s impiementation of this
section.

*“(2) Bach Dats Integrity Board shal) con-
sist of senjor officials designated by the
bhead of the agency. including any senior of-
ficia) designated by the head of the agency
as responsible for tmplementation of this
section, and the inspector genera! of the
agency. if any. The inspector general ghall
Dot serve as chairperson of the Data Integri-
ty Board.

“(3) Each Data Integrity Board shall per-
form the following functions:

“(A) review, approve, and matmain all
written agreements for receipt or flisclosure
of agency records for matching programs to
ensure compliance with subsection (o), and
all relevant statutes, regulations. and guide-
lnes;

*“(B) reviex all malching programs In
‘which the agency ha: participated during
the year, either as & source energy or recipi-
ent agency. determine

AgENLy agree-
menta, and assess the vost-benefits of such
Programs,

“(C) review all recurring matehing pro-
grams in which the agency has perticipated
guring the year, either as » source agency or
recipient agency, for continued Justification
for such disclosures and for compliance wit}:
applicable mws regulstions. and agene:
agreements. and assess the cost-benefits of
such: programs;

“(D) complie an annual report to the head
©of the agency and the Office of Manage
ment ané Budget on the matching activities
of the syency, including —

o L

4
v’

(N

o m\ﬁi\ * "

X

Iz
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